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EU Login 

How to authenticate with EU Login 

EU Login is the entry gate to sign in to different European Commission services and/or other 

systems. EU Login verifies your identity and allows recovering your personal settings, history 

and access rights in a secure way. You can sign in using social media accounts or the 

EU Login account. 

Sign in using social media or electronic ID (eID) without an 

EU Login account 

Signing in with social media and electronic ID (eID) is only available for a limited number of 

services. 

It does not require creating an EU Login account. 

When social media sign in is available, the different 
options are displayed on the EU Login main page. 
In the example on the left, signing in using Facebook 
and Google is allowed. 
Additionally, you can use an electronic ID (eID). 

After selecting the social media you want to use, you will 
be sent to the corresponding web site where you 
authenticate as usual. Some social media may request 
your consent to send data to EU Login. The following 
elements are collected: first name, last name and e-mail 
address. Once authenticated, you are redirected back to 
the European Commission service you requested to use. 

If you choose the eID, you will need to select the country 
of origin i.e. the one that issued the eID. Then you will be 
taken to the chosen country’s specific eID authentication 
page. 
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Sign in to continue 

Enter your e-mai l address or unique identif ier 

Create an account -
Create an account 

Help for external users 

First name 

Last name 

E-mail 

Confirm e-mail 

E-mail language 

1 English (en) + 
Enter the code 

ma 

□ By checKing this box, you acKnowledge that you 

have read and understood the privacy statement 

Create an account Cancel 

Create an EU Login account 

You can create an EU Login account using the self-registration page. 

Please note that active members of EU staff do not need to create an account. 

Go to the page 
https://webgate.ec.europa.eu/cas/login and click 
on the "Create an account" link on the 
EU Login main page. 

There is no need to fill in the "e-mail 
address/unique identifier" field. 

Fill in the provided form with your personal 
details: 

• First name – Your first name cannot be 
empty and can contain letters in any 
alphabet; 

• Last name – Your last name cannot be 
empty and can contain letters in any 
alphabet; 

• E-mail – An e-mail address that you 
have access to; 

• Confirm e-mail – Type your e-mail 
address again to make sure it is correct; 

• E-mail language – The language used 
when EU Login sends you e-mails 
regardless of the language used in the 
interface. It guarantees that you can 
understand these e-mails even if they 
were triggered mistakenly. EU Login 
only sends you e-mails for validating 
your identity or for notifying you about 
security events affecting your account; 

• Enter the code – By entering the letter 
and numbers in the picture, you 
demonstrate that you are a human being 
who is legitimately creating an account. 
If the code is too difficult to read, click on 
the button with two arrows to generate a 
new one; 

• Check the privacy statement by 
clicking on the link and tick the box to 
accept the conditions; 

• Click on "Create an account" to 
proceed. 

If the form is correctly completed, an e-mail is sent to the address you provided to verify that 

you have access to it. 
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Dear 

You have been regis1ered in EU Login... 

Y our email address is ..•.• @ .... 

To create your password, follow the link below: 

You have a maximum of 24 hr, starting from the time that this message was sent., to create 
your password, but you are: encouraged to do so immediately if possible. After this tim.e. you 
can make another request by following the same link: you will then need to re-enter your 
usemame and confirm your request. 

Ifthe above link does not work, you can copy the following address (make sure the complete 
address is copied!) and paste it into your browser's address bar~ 
httpsJlecas.cc.cec.eu..int:7002/cas/init/inrtialisePasswordLogin.c•i?xxx.. 

lnstead of replying to this message, ifyou have a problem, please follow the help or contact 
informaüon on the site where you w ere trying to register. 

Note that it may take up to S minutes after reception ofthis mait before the above-mentioned 
site will recognize your registration. 

Sent to you by EU Login 

New password 

.. Please choose your new passwo rd. 

n ... 

(External) 

New password 

Confirm new password 

Submlt 

Passwords cannot include your username and must contain at 

least 8 characters chosen f rom at least three ofthe following four 

character groups (white space permittedt 

• Upper Case: A to Z 

• Lower c ase: a to z 

• Numerie: O to 9 

• Spec ial Characters:!"#$%&'(t +,- ./:;<=>?@[\L "{l}-

Examples: SEN5RbaW GWOzMg9m U(nuCuwh 

[Generate other sample passwordsj 

Therefore, you should receive an e-mail in your mailbox. 

If you cannot find the e-mail, check your spam or junk folder. 

Click the link in the e-mail or 
copy/paste it in the address bar of your 
browser. 

You are invited to select a password 
and to confirm it to make sure you did 
not mistype it. 

The E-mail field is prefilled and cannot 
be changed. 
It should contain the e-mail address you 
provided previously. 

Type the password you want to use in the 
"New password" field. 
It must contain at least 10 characters and a combination 
of: 

• uppercase letters, 

• lowercase letters, 

• numbers, 

• special characters. 

Select a password as long and as complex as you can to 
make your account more secure, but keep in mind that 
you will have to remember it. 

The new password is checked against a list of previously 
leaked passwords. If your password is on this list, you 
will see the following message: Your new password 
cannot be used because it is in a public database 
with insecure passwords. It could be used to take 
over your account. Please choose a different 
password. 

Type your password again in the "Confirm new 
password" and click on "Submit". 

You are now authenticated and can proceed to the 
service you want to use. 
Click on "Proceed" to do so. 
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in to continue 
-

Enter your e-mail address or unique identifier 

1 

Create an account 

EJ 

••• ••• ••• • 

1 -

Sign in with an EU Login account 

Once your EU Login account has been created, you can use it to access a multitude of 

services. While accessing these services, the EU Login screen will appear when 

authentication is required. 

Enter the e-mail address you provided when creating 
your EU Login account in the "Enter Use your e-mail 
address" field and click on "Next". 

Warning: If you enter an incorrect e-mail address, you 
will be redirected to the ‘Create EU Login account’ 
page. 

Your e-mail address will be remembered automatically, 
so that you can skip this step next time you use the 
same browser on the same PC. 

Choose your verification method 

EU Login supports a variety of verification methods. Using a password is the simplest one. 

Other verification methods involve using additional devices that can provide more security. 

Several verification methods require using the EU Login Mobile App. The EU Login Mobile 

App is an application that you can install on your mobile device from the Google Play Store 

(Android) or the App Store (iOS). You first need to initialise the application. Using the EU 

Login Mobile App in combination with the password provides additional security. 

Please note that some verification methods might not be available while accessing some 

specific services. 

Password – You can simply use a password, which will be in most 
cases considered as sufficient. However, some services may require 
stronger verification, in which case this option will not be available. 

EU Login Mobile App PIN code – If the mobile device where your 
EU Login Mobile App is installed has internet connectivity then you 
can use the "EU Login Mobile App PIN Code" verification method. 
You will have to enter a 4-digits PIN code into the EU Login Mobile 
App to connect to EU Login. This is the PIN code that you have 
chosen while registering your mobile device into EU Login. 
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EU Login Mobile App QR code – If the mobile device where your 
EU Login Mobile App is installed does not have internet connectivity 
then you can use the "EU Login Mobile App QR Code" verification 
method. You will need to scan a QR code using the EU Login Mobile 
App to get a one-time-password, which you then introduce while 
connecting from your PC. 

On mobile authentication – If you are navigating on the same 
mobile device as the one where the EU Login Mobile App is installed, 
you can use the "On Mobile" verification method. To connect to 
EU Login, the EU Login Mobile App is smoothly triggered and you will 
have to enter a 4-digit PIN code there. This is the PIN code that you 
have chosen while registering your mobile device into EU Login. 
Alternatively, if your device allows it, you can authenticate using 
biometric tools. 

Mobile phone + SMS – Your mobile phone allows you to connect to 
EU Login by receiving an SMS, if your number is registered in your 
EU Login account. In some countries, you might not receive the SMS 
and should rather use another verification method. 

Token – A token is a small device that looks like a calculator and 
generates one-time passwords synchronised with the European 
Commission's servers. 
Tokens can be obtained by European Commission staff only. 

Token CRAM – The token CRAM (Challenge Response 
Authentication Method) is a special kind of token that has the 
capability to sign transactions, like tokens used for e-banking. 
They can only be obtained by users from specific EC services. 

eID Authentication – This method allows you to authenticate using 
your national electronic ID (eID). 

Security Keys (SK) and Trusted Platforms (TP) – A security key is 
a small physical device that looks like a USB thumb drive and works 
in addition to your password. 
Trusted Platform Module (TPM) technology is designed to provide 
hardware-based, security-related functions 
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Choose your verification method 

□ 
Password 
Authenlicate to EU Login with only 

your password. 

Choose your verification method 

EU Login Mobile App PIN 
••• ••• Code ••• • Use your registered EU Login Mobile 

app to ve rify your identity. 

Select a mobile device 

Please choose a 
mobile device from the 

list 

1 My Red AndrOICI Phablel 

BlancoABC-123 

My Green K)S Tablet 

Blanco IASC 

Sign in with an EU Login account using a password 

Select "Password" as the verification method, 
enter your password in the "Password" field 
and click on "Sign in" to proceed to the service 
you requested to use. 

Sign in with an EU Login account using the EU Login Mobile App 

PIN code 

Sign in with Mobile App as of version 1.10 

Select "EU Login Mobile App PIN 
Code" as the verification method, enter 
your password in the "Password" field 
and click on "Sign in". 

If you have more than one device with 
an initialised EU Login Mobile App, you 
will be prompted to select the one you 
would like to use. 

This screen does not appear if you have 
only initialised one device. 

Click on the desired device. 
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Awaiting confirmation of device 
-

We have sent a request to your mobile device 

1. Open the EU Log1n Mobile App. 

wart tor lile app to display pending autnenlication requests 

1 

2. Press Continue 

3. Confirm using your PIN code or use biometric authentication 

ln ear1ier versions of the app, step 1 can be done by accepting the 

notification. 

un Q o • aa,, 

EU Login 
0ne account many EU serv1ces EU Login 

-

One account, many EU Services 

lnitlalise .. 
Scan QR Code Scan QR Code 
Render I ONHme password lor offline 
autM'nt1tati0n 

Render a DM•llmfl•password tor 
offlinea111hernic111ion. 

Settings 
More ioforma1100 about your d~ice and 1hl! 
EU Logw,app 

-
Settings 

0 Mofe inlormation about your cleY!Ce 
ind IM EU Login •PP-

European 1 
Commission 

1413 Q O •1!1 !14 \. 

(1 

EU Login 
One account many EU serv1ces 

lnitialise 
Before yOIJ stan,yotJ need ·- link ycu device 
w,th ,oor EU Logir, accouot 

Scan QR Code 
Render a one-tllYl"1)1$Sword for offl,ne 
at1then1Ic11ti00 

Pending authentication 
requests 
The pendIng 11uthent1cat1011 r~uests serrt by 
EU log•n to )'QUf device 

Settings 
More informauon ebout yoi..- deY1Ce s,,i:I t ~ 
EUlogm llpp 

- European 1 
Commission 

-

EU Login advises you to open the EU 
Login Mobile App. 

Open the EU Login Mobile App and 
wait for the app to display the Pending 
authentication requests menu (in case of 
Android) or to enable it (in case of iOS). 

Newer versions of the app may directly 
show you the list of Pending 
Authentication Requests. 

Tap on “Pending authentication 
requests”. 

Newer versions of the app may directly 
show you the list of Pending 
Authentication Requests. 
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1423 Q o •D B6'\ 

~ EU Logm Mobile 

Pending authentication 
request 
Received· Motiday 22 Augusr 2022 14 22 51 CEST 

CO NTI NUE STOP 

1423 (i o • II B6, 

~ EU Login Mobi le 

Please authenticate 
To obtain &ecess to the EU Login proll!Cted 
ei>t)hCatiOn, él'lte, )VU'" fO\Jr d,git ?IN code l),\d pres.s 
ALrthentlcate 

0000 ---------.. .-

If you launched the request, press 
“CONTINUE”. 

Enter your PIN code or use biometric 
authentication if it was configured on 
your mobile device. 

This automatically completes the 
process on your PC that proceeds to the 
service you requested to use. 
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Choose your veritication method 

EU Login Mobile App PIN 
••• ••• Code ••• • Use your registere d EU Login Mobile 

app to verify your identity 

Select a mobile device 

~y 

Please choose a 
mobile device from the 

list 

Hits 

My Re<! M<lrold Pnalllet 

BlancoABC-123 

My Green iOS Tablel 

BlancolASC 

rf' 

11:00 
Wednesday 7 July 

You have a pending authentication request. 

Sign in with Mobile App version 1.9 or older 

Select "EU Login Mobile App PIN Code" as 
the verification method, enter your password 
in the "Password" field and click on "Sign in". 

If you have more than one device with an 
initialised EU Login Mobile App, you will be 
prompted to select the one you would like to 
use. 
This left screen does not display if you have 
only initialised one device. 

Click on the device using the name you 
provided. 

EU Login sends a notification to your mobile 
device. 

Tapping on the notification triggers the launch 
of the EU Login Mobile App. 

The EU Login Mobile App prompts you to enter 
your PIN code. 
Enter your PIN code or use biometric 
recognition and tap on "Authenticate". 

This automatically completes the process on 
your PC that proceeds to the service you 
requested to use. 
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Choose your verification method 

EU Login Mobile App QR 

[][] Code 
[] f: Generate a one-time-password with 

the EU Login Mobile app. 

EU Login 
One account, rnany EU Services 

Scan QR Code 
l<erl(j!:'' d ori;,-: nua-:M~~,~•oru 1or 01fl111e 

aLJ!h!'nt1c:it,r,n 

Sign in with an EU Login account using the EU Login Mobile App 

QR code 

Select "EU Login Mobile App QR Code" as 
the verification method. 

Enter your password in the "Password" field 
and click on "Sign in". 

A QR code is displayed. 

Start the EU Login Mobile App on a mobile 
device where it has been previously initialised. 

Tap on "Scan QR Code". 

The QR code scanner starts on your mobile 
device. 

Point the camera of your mobile phone to your 
PC screen until the QR code is recognised. 
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We've successfully generated a One Time 
Password (OTP) !rom the QR code. To 
continue your EU Login authentication 
enter the OTP shown below. 

**** **** 

This OTP will be valid far 5 minutes, 
starting !rom the time that you visited the 
QR code page. 

QR code authentication 

Please scan the QR code wtth your EU Login mobile app and 
type ln the generated code below. 

111 

Sign in to continue 

Welcome 

Sign in Wlth a different e•mail address? 

Choose your verlflcatlon method 

□ 
On Mobile Authentication 
Use the EU Login Mobile app, 

mstaHed on your device, to 
authenticate wrth EU Logm. -

The EU Login Mobile App displays a one-time 
password composed of digits and characters. 

Type the one-time password in the "code 
generated by your app" field and click "Sign in" 
to proceed to the service you requested to use. 

Sign in with an EU Login account using On Mobile authentication 

The "On Mobile" verification method is only available when browsing on a mobile device and 

should only be used if an EU Login Mobile App has been previously installed and initialised 

on that device. 

Select "On Mobile Authentication" as the verification 
method and tap on "Sign in". 
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login 
...--

1 P You u11 now logged ln to EU Logln . 

To stop me automaUt Slogle Slgn-oo Clltk IJl9Qü! or ciose atl rxowser 

~"'""" 

The EU Login Mobile App opens automatically and 
prompts you to enter your PIN code. 

Enter your PIN code and tap on "Authenticate". 
If the app is active (in the foreground) it will 
automatically redirect you to the browser selector. 
If the app is in the background, a notification is 
displayed on your device. Please accept this 
notification to be redirected successfully. 

You are now successfully authenticated and are 
redirected to the web page. 
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Choose your verification method 

p Mobile Phone + SMS 
Send a text message to a registered 

mobile phone number for a multi

factor authentication. 

Mobile phone 

lntemational format inc lud ing country code, e.g. for 
Belgium: +32 123 45 67 89 

Sign in to continue 

Authentication by SMS text 
challenge 

Enter the challenge sent to your mobile phone by 

SMS text message_ lt might take several minutes tor 

the message to reach your mobile phone. 

Mobile phone number 

SM S text challenge 

1 l-r=------1 ~1-~I -~■ a 

Choose your verification method 

Token 
Use a VASCO token to generate a 

one-time-password to login. 

Token serial number 

Token challenge code 

Sign in with an EU Login account using Mobile Phone + SMS 

Select "Mobile Phone + SMS" as the 
verification method. 

Enter your password in the "Password" field 
and enter a previously registered mobile phone 
number in the "Mobile phone" field, starting with 
a plus sign and with the country code. Do not 
include dots, parenthesis or hyphens. 

When clicking "Sign in", an SMS is sent to your 
mobile device. The SMS contains a challenge 
code made of nine characters (three blocks of 
three characters) separated with hyphens 
(minus sign). 

Type the challenge you received in the "SMS 
text challenge" fields and click on "Sign in" to 
proceed to the service you requested to use. 

Sign in with an EU Login account using a token 

Select "Token" as the verification method. 
Enter your password in the "Password" field. 

Take your token and look at the barcode at the 
back of it. Type all digits written on top of it in 
the "Token serial number" field without the 
hyphens. 
Please note that you can alternatively use the 
legacy format starting with a "T", but then only 
use the number between the hyphens. 

Switch your token on and enter its 5-digit 
PIN code. The token displays a sequence of 
eight digits. 

Type it in the "Token challenge code" field 
and click on "Sign in" to proceed to the service 
you requested to use. 
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Passw ord 

Choose your ve rification meth od 

Token CRAM 
Use a CRAM token to generate a 
one-time-password. 

Dig iPass serial number 

10-<J igit serial number at the oack of lhe DigiPass 

e++e 
Usemame or e-mail address 

Dig iPass serial number 

1. Tum on your DigiPass 

2. Enter your PIN. Press 0 
3. Press O until you see the "Login" option. Press 

0 
The Dig1Pass d1spfays ~ChalJenger . 

4. Enter 

4840-0097-5182 
Press O 

5. Enter the DigiPass response below 

Dig iPass response 

1 1-~I ~1-
Fl:ii:F 

Sign in with an EU Login account using a token CRAM 

Select "Token CRAM" as the verification 
method. 
Enter your password in the "Password" field. 

Take your token and look at the barcode at the 
back of it. Type all digits written below it in the 
"DigiPass serial number" field without the 
hyphens. 

Click on "Sign in". 

Carefully follow the instructions on screen and 
enter the DigiPass response in the "DigiPass 
response" fields. 

Click on "Sign in" to proceed to the service you 
requested to use. 
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Password 

Lost your password? 

Choose your v erification method 

Security Key or Trusted 

Platform 
Use a securil)I key ortrusted platform 

to authenticate with EU Login . 

Authenticate with a Security Key or 
Trusted Platform 

Please choose a device from the list 

~ 111 Thetis 

Cancel 

ecas.e c..europa.e u wants. t o auth enti cat e you us.in g a 
regi,stered security key. You can connect and aut horize 
one now, or ca ncel. 

e 
Use your security key with ecas.ec.europa.eu 

lnsert vour securitv key and touch 11 

Choose another option ... Cancel 

Sign with an EU Login account using a Security Key or Trusted 

Platform 

(Firefox) 

Select "Security Key or Trusted Platform" as 
verification method. 
Enter your password in the "Password" field. 

Click on the name of the desired Security Key 
or Trusted Platform from the list of registered 
devices. 

Carefully follow the steps displayed by your 
browser on screen. 

Note: what you see may differ from these 
screens, depending on which browser or 
operating system you are using. 

When using a Security Key, you will be 
requested to confirm by touching a button on 
the key itself (which may blink to draw your 
attention). 

For a Trusted Platform using Windows 
Hello, follow the suggested steps (verify via a 
PIN Code or a biometric). 

(Chrome) 
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Sign in to continue 

Enter your e-mail address or unique identif ier 

1 1 

Create an account -Or 

11 ~ign in with your elD 

Sign in to continue 

Welcome back 

fügn in with a different e-mail address? 

Choose your verification method 

elD Authentication 
Sign in with yo ur elD 11 

e++e 

Please select your country of origin 

elD Authentication 
elD autnenucauon is provided in accordance witn tne elDAS rwu1auon tor all 

notified elD schemes_ Additional elD schemes are supported on a voluntary 

basis 

0 1 1 Belg ium 0 ::::::: Croatia 0 „ Czechia 

0 Estonia 0 - Germany 0 l l 1taly 

0 = Latvia 0 lithuan ia 0 = Luxembourg 

0 = Netherlands O II Portuga l 0 • Slovakia 

0 :!: Spain 

5§ Hii Cance l 

Sign in with your electronic ID (eID) 

On the EU Login main page, click on “Sign in 
with your eID”. 

No need to enter a username or email address 
in this step. 

or 

On the EU Login Welcome page, select eID 
Authentication and then click Sign In. 

Both will take you to the country selection page. 

Select the country of origin for your eID. Click 
Submit and you will be redirected to the 
country’s specific page for logging in with your 
eID. 

Following a successful login, you will be 
redirected back to EU Login and then to your 
application. 
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Sign in to continue 

Enter your e-mail address or unique identifier 

Create an account 

Or 

11 S.ígn ín wrth your elD 

Successful login 

1 P You are now logged in to EU Login. 

To stop the automatic single sign--on . click lQg_Q_Ul or close all 

browser windows 

My accounl delails 

Display my sessions 

YOOeanltleWIMSttSIOl"ISopef\MIOI' 

vrsltl!dappliea!10n$ 

My Account 

Configure my account 

-
Firstname Lastname 0 

user@email.eu 

(Exlemal) 

Change password 

1 ~ 
Logout 

-

UnkmyelD 

Youcanbyoure!DtoyourEUlogln 

Reconcile your EU Login account with your electronic ID 

If you have been using EU Login to authenticate with an eID without any relation to your 

existing EU Login account, you have the possibility to link (“reconcile”) the two and be able to 

authenticate into your EU Login account by using your eID. 

Reconciliation is a one-time operation that can be triggered after signing in with either of the 

two – the eID or EU Login account. 

Note that, once reconciliation is completed, the identity that was created in relation to the eID 

will no longer exist. As such, you may lose access rights in services that only knew you by 

your “eID identity”. 

Reconcile after signing in with your eID 

Sign in using your eID, as described  in 
the “Sign in with your electronic ID 
(eID)” section. 

Once successfully authenticated, move 
the mouse over the gear at the top 
right corner to display the menu and 
click on "My Account". 

Click on "Link my eID". 
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Sign in to continue 

0 Pli!'il!-@ log into your EU Log ln ac.count to linl< lt witn 

your11ID 

U5ername or e-m~H address 

n0009061 

P,usword 

......... , 
Choose- ycur vertficatlon method 

EJ 
Password 
AU11'1entieate lo EU Log 

wrth onty yow PGISS,WOrd 

canee1 

J 

Link your electronic identity card to your EU Login account 

I • YouJun1ucuntuHy lln k..Syour11Ktronk:IMnaty~nltoy0<1r EU Loglnac;,;ounl. 

1 
( "'fACeotinl 

1 

Sign in to continue 

Welcome 
reconc il l!!tc01 

(European Commission) 

S.iga in wtth a dt[[erenl e-mail address7 

Password 

l.2llY.2l!L== 

Choose your vertticatlon method 

Password 
AuthentiCclle lo EU Logil 
'Mth onty YOUI password -

Successful login 

1 „ You are now logged in to EU Login. 

To stop the automatic single sign-on , click LQgQJJ or c lose all 

browser Windows. 

Firstname Lastname 0, .... 
user@email eu 

(Extemal) 

Change passwor<l 

1 MY.&mml 

Logout 

You will be asked to log in with your EU 
Login account. 

Note that, if you proceed, the identity 
that has been previously created in 
relation to the eID will be deleted and 
any data linked to it will be lost. 

After logging into your EU Login 
account, the reconciliation is complete. 

From now on, signing in with your eID 
will log you into your EU Login account. 

Reconcile after logging into your EU Login account 

Sign in using your EU Login account. 

Once successfully authenticated, move 
the mouse over the gear at the top 
right corner to display the menu and 
click on "My Account". 
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My Account 

• • ., .. .. .. 
My account details Configure my account Manage my mobile devices 

ij@ • ., 
aa .. 

Manage my Security Keys Manage my elDs Display my sessions 
and Trusted PlatfOITTlS You can 'ilewtne seu10ns openea lor 

vtslledappllcallons 

Manage my elDs 

Link my elD 

You can link you r elD to your 

EU Login account. 

< My Account 

Please select your country of orig in 

elD Authentication 

elD authentication is provided in accordance with the elDAS r~ ulation far all 

notif1ed elD schemes. Additional elD schemes are supported on a voluntary 

basis. 

0 1 1 Belg ium 0 :::C:: Croatia 0 lilllliiii. Cz:ech ia 

0 Eston ia 0 - Germany o l l 11a1y 

0 = Latvia O - Lithuania 0 = Lu xembour g 

0 = Nethe r1 ands O II Portuga l 0 • Slov aki a 

0 ::C:: Spa in 

Bhii Cancel 

Link your electronic identity card to your EU Login account 

1 „ Yov h~n su-c:cenhllly l!nked your •lecttonK: ld1nttty C,Ud to yCM1r EU L09ln KCOUnl 

( MYAcco1,1nt 

11 

In the My account screen, select 
“Manage my eIDs”. 

Click on “Link my eID”. 

Select the country of origin for your 
eID. Click Submit and you will be 
redirected to the country’s specific page 
for logging in with your eID. 

Note that, if you proceed, the identity 
that has been previously created in 
relation to the eID will be deleted and 
any data linked to it will be lost. 

Following a successful authentication, 
you will be redirected back to EU Login. 

After logging in, the reconciliation is 
completed. 

From now on, signing in with your eID 
will log you into your EU Login account. 
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EU Login 
One account, many EU Services 

lnitialise 
Before you start, you need to link your 
de11ice with vour EU Login account . 

Settings 
More information about your device 
aod the EU Login app. 

( Welcome 

Welcome to the EU Login App! 

To enable authenlicat ion to an EU Login protected 
application using this mobile device, you first have 
to link it to your EU Login account by registering 
your deYice . Proceed as follows: 

1. Visit your EU Login account using the tollowing 
link on your laptop or desktop computer:https:/1 
ecas .ec.europa.eufcas/mobile 

2. Add your mobi le device and press Next to scan 
the generated QR code. 

Next 

e, 
Add a mobile device 

Install and initialise the EU Login Mobile App 

The EU Login Mobile App can be used when accessing a service that requires increased 

security. The EU Login Mobile App is free and can be obtained from the Google Play Store 

(Android) or the App Store (iOS). After installing it, you need to initialise it. To do so, you 

need a PC in addition to your mobile device. 

After installing the EU Login Mobile App, open it and tap 
on the "Initialise" option. Please ensure that you accept 
the ‘Allow Notifications’ option when prompted 

Follow the instructions on the screen: open a browser on 
your PC and go to the following URL: 
https://webgate.ec.europa.eu/cas/mobile 
You will be prompted to authenticate. 
Important: If you already installed and initialised the EU 
Login Mobile App on another device or if you registered 
your mobile phone number for receiving SMS, you are 
requested to authenticate using the already registered 
device. 
Please note that an EU Login mobile app can only 
register a single account, and an account can only 
registered with a single mobile app. 

Then click on "Add a mobile device" in the browser on 
your PC. 
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Add a mobile device 

Please give a name to identify your mobile 

device and a PIN code to use for ii. 

Your device name 

1 

Your 4 digit PIN code 

1 

You will be requ ired to enter this PIN code 
on your mobile deviee to use the ECAS 
mobile app 

Confirm your PIN code 

1 

1 

1 1 „ cancel 

( Authent,cate 

Enter PIN code 

You are connected to the EU Login account of 
, ...... _ To complete the reg istration of your 

mobile device, enter your four d igit PIN and press 
Next. 

D 
Next 

In the "Your device name" field, provide a name that will 
allow you to remember to which device it refers to. You 
can pick any name that suits you, such as "My Android 
tablet", "My iPhone" etc. 

Select a PIN code composed of 4 digits and enter it in 
the "Your 4-digit PIN code" and in the "Confirm your 
PIN code" fields to make sure you did not mistype it. 
You will be prompted to provide the PIN code when 
authenticating so make sure you select one that you can 
easily remember. However, avoid PIN codes that can be 
easily guessed, such as your birth year or birthday and 
month. 

Once you are done, click "Submit" and then "Next" on 
your mobile device. 

The QR code scanner starts on your mobile device and 
a QR code is displayed on the screen of your PC. 

Point the camera of your mobile phone to your PC 
screen until the QR code is recognised. 

Enter the PIN code you have just chosen on your 
mobile device and tap "Authenticate". 
If the app is active (in the foreground) it will automatically 
redirect you to the browser selector. 
If the app is in the background, a notification is displayed 
on your device. Please accept this notification to be 
redirected successfully. 
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Success 

Device registration successful 

'r'our mobile device has been successfully linked to 
your EU Login account. You cao now autheoticate 
to an EU Login protected application by using this 
mobile device. 

Next 

Enable TouchlD? 
'r'our devlce has been equipped with 

TouchlD. Do you want to enable 
TouchlO for your EU Login 

authentication? 

Skip 

and the EU Log1n app. 

-
Yes 

European 1 
Commission 

( Enable TouchlO? 

Please ente, your PIN Code lwice and tap the 
authenticate button 10 enable authentication viao 
your lingerprint . 

D 
D 
Authent1cate 

Your EU Login Mobile app is successfully initialised and 
can be used for authenticating. Click on ‘’Continue’’ to 
be redirected to the Welcome screen. 

If your device is equipped with Fingerprint recognition 
or other biometric authentication, an automatic pop 
up will be displayed to enable biometric recognition. 

You can enable this function by clicking on ‘YES’. If you 
do not want to enable Fingerprint recognition, click on 
‘SKIP’. 

Enter the PIN code you have chosen during the 
initialisation on your mobile device and click on the 
arrow. 
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Enable TouchlO'' 

Please enter your PIN Code twie:e and tap the 
authenticate buttoo to enabte authenticatlon via 
yoor fingerprint 

D 
Touch 10 tor "EU Login" 

A.uthentication Is needed to cont1nue 
lhe EU Login session. 

Cancel 

Confirm by authenticating with your fingerprint. You will 
be automatically redirected to the Welcome page. 
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Firstname Lastname 0 .... 
Successful login user@email eu 

(External) 

1 „ You are now logged in to EU Login. Change passworcl 

To stop the automatic single sign-0n , click lQgQJ,j! or close all 1 ""--"=""' 
browser winc!OYIS. 

Logout 

My Account 

~ • .. e 
My account details Conf1gure my account Delete my account 

• ii® • .. .. 
Manage my mobile 

Manage my Securily 
Manage my mobile 

Keys and Trusled 
devices 

Platforms 
phone numbers 

~ - ~ .. - Delele all my devices 
Display my sessions 

Manage my elDs 
and elD (PANIC) YOO~an-1~--~ 

J,;,rV!J11e,;l3Pl)k;,Uorn: 

Manage my mobile phone 
numbers 

0 
+32123 
456789 

Add a mobile phone 
number 

< My Account 

Register a mobile phone number for receiving verification SMS 

To receive SMSs to authenticate, your mobile phone number needs to be registered in your 

EU Login account. Please note that active members of EU staff must follow a different 

process for registering their mobile phone number. 

Unfortunately, since SMS requires agreements between operators to interconnect mobile 

networks, it might not be fully reliable. Therefore, if you have a smartphone, it is advised to 

use solutions based on the EU Login Mobile App instead. 

To register your mobile phone number, open a browser and go to the following URL: 

https://webgate.ec.europa.eu/cas/login 

Once successfully authenticated, move the 
mouse over the gear at the top right 
corner to display the menu and select "My 
Account". 

Click on "Manage my mobile phone 
numbers". 

Click on "Add a mobile phone number". 
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Add a mobile phone number 

Mobile phone number 

1 

lnternational formai including country code, 
e.g. for Belgium: +32 123 45 67 89 

- Cancel 

1 

Challenge code for adding a 
mobile phone number, sent by 

text message 

1„ Please enter the challenge code that was texted to 

your mobile phone. 

11 mignt taKe up to 8 minutes far tne message to reacn your 

mobile pnone. 

Mobile phone number 

1 +321234567890 

Text message challenge code 

1 1-1 1 

EMME Cancel 

Manage my mobile phone 
numbers 

0 Your mobile phone number +321234567890 was 

added successfully. 

0 
+32123 
456789 

Add a mobile phone 
number 

0 
+32123 
456789 

Delete a mobile 
phone number 

< My Account 

Enter your mobile phone number in the 
"Mobile phone number" field, starting with a 
plus sign and with the country code. 
Do not include dots, parenthesis or 
hyphens. 

When clicking "Add", an SMS is sent to 
your mobile device. 

The SMS contains a challenge code made 
of eight characters separated with a hyphen 
(minus sign). 

Type the challenge code you received in 
the "Text message challenge code" fields 
and click on "Finalise". 

Your mobile phone number is successfully 
registered and can now be used for 
authenticating. 
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Successful login 

1 „ You illre now logged in to E.U Login. 

Firstname Lastname 0 

user@email.eu 

(Exlernal) 

Change password 

To stop the automatic single sign--on . click .LQgQu1 or close all 

browser windows 1 -= 
Logout 

My Account 

• • e - -Myaeoounl detaíls Caníq..irll my a0001mt 
Mariage my mobile -

D@ ~ D -Manage my Securiry - Oi$playmy~ 
Ke)'e and TM,kl,(j Mafl3QOmyel01 ~(--1,e--

"''""" 

Sign in to continue 

1 $ M.11.n.11.glng Security Keys .11.nd Trusted Pl.11.tforms requires 

stronger illUthentic.11.tion 

1 1 

1 .............. .. 

Choose your v eriflc.11.tlon method 

1 Mobile Phone + SMS 11 

Mobile phone 

1 +32 123 45 67 89 

lnternational lormat including country code, e g for 
Belgium. +32 123 45 67 89 

- C.11.ncel 

-

Register a Security Key or Trusted Platform 

To register a Security Key or a Trusted Platform, open a browser and go to the following 

URL: https://webgate.ec.europa.eu/cas/login 

Important Note: The Security Key and Trusted Platform (TPM) options must be configured 

on your device before being registered into your EU Login account. Please refer to your 

device user guide to first set up your Security Key or TPM. 

Once successfully authenticated, move the 
mouse over the gear at the top right 
corner to display the menu and select "My 
Account". 

Click on "Manage my Security Keys and 
Trusted Platforms". 

You may need to authenticate with a 
stronger authentication method. 
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Manage my Security Keys and Trusted Platforms 

~ 

Add a Secunty Key Add a Trusted P1atfom1 

1 

Add a Security Key 

Please give a name to your Security Key_ 

Your device name 

5@51 Cance l 

Add a Security Key 

Please give a name to your Securtty Key_ 

1 „ Credentia l registration in progress ... 

Your device name 

1 Test 

1#11 Cancel 

1 

ecas.ec.europa.eu is request ing extended infor m atio,n 

abo,ut your auth enti cat or, w hi ch m ay aff ect your 

privacy. 

Fi refox ca n anonym ise thi s for you, but th e web site 

mi ght decl in e t hi s auth enti c.ator. lf declin ed, you ca n 

t ry aga in . 

Lea rn m ore ... 

[O Anonym ise anyway 

~roceed rancel 

ecas„ec.euro?3,e 111 wants t o reg ist er an account with 
on e of your security keys. You ca n c:onn ect and 
authorize one now, or ca ncel. 

1 

Click on “Add a Security Key” or “Add a 
Trusted Platform” 

Enter a device name and click on 'Submit'. 

A message will pop up: ‘Credential 
registration in progress’. 

Your browser will open a popup window to 
request access to extended information 
about your authenticator. 

Click on ‘Proceed’. 

Please do not tick the ‘Anonymise 
anyway’ checkbox, otherwise it will not be 
possible to use this authentication method. 

Note: this is an example from Firefox, what 
you see may differ depending on the 
browser you are using. 
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my Security Keys and Trusted Platforms 

1 C, A SecuntJ K•r hal• be■n adll•d 

Add a Securtty Key 

Oelete a Securíly Key or 
Trusted Platform 

Add a Trusted Platform 

Validate the fingerprint on your security key. 
You will then see a success message ‘A 
security key has been added’ 
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ECAS Deme for eu-login-demo 

Description: Th• dHCtlptlon 

Reason: For contormlty 

1„ PIHM 1lw1y1 vertfy Ihat the tr■nHctlon p■ram■tera corrnpond to your 

l'fi!UHL 

Comm■nt 

1. Start lhe EU Login Moolle app on 
y(MKAndroldoriOSdevlcl . 

2. lapon the "Sc:an OR Code" monu 
ilem and scan tne QR oode on lhe ... 

3. For fllld 1 

1234 

1234 
4. For Fl11d2 

""' enter: 

abc 
5. Once al flekls have been 

completed ln lhe app, tap 111e top

rlght button. Enterthe result ln lhe 

tieid below to contlnue. 

Cod■ g1ner1ted byy ,-•-"'~••~•-~ ~--~ ~--~ 

1 «EH l·I 47PE l·I FIWE l·I XXOA 

„Gd ,< _ i4"r1 

~ EU Login (ECAS Mobile) 

Scan QR code 
M e Sun! thai yoor camera rooms ln on lhe QR 
c:odé 

-, .. _. ------

Transaction signature using EU Login mobile app - for DG CLIMA 

users 

Scan the QR Code generated by the Signature Page. 
When you will attempt to sign a request, you will be 
presented with a screen displaying: 

• A QR code; 

• Instructions on how to request an OTP 

When you scan the QR Code, the app will show a 
screen comparable to the previous step. 
Complete the data as indicated in the instructions on 
the page. 
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"':, :X .. _ 1 ~ 08 

f- EU login (ECAS Mobil e} ✓ 

Co,1m1pletie data 
ECAS Demo 

RI il~ c:ompl t •~e &t tor ttw re,quested 
f1 1 • 

fC!l1: 

11 Please provide value fa fie Cl 'Field 1 

irJl!fd2: 

!i1 Please prov1de vall.le fOl tieid 'Field 2 

Cootinue 

"ó ;,( _ •4 1· 

~ EU Log in (ECAS Mobile) 

Congratu ations! 
We've successfully generated a token 
Pleese enler the tok n ln the EU Logln 
appllcallon to con noe,. 

EL32 M24F 
P33L M7Y3 

Complete the requested data as indicated; all fields are 
required and will be validated according to the required 
input pattern. 

Enter the generated OTP in EU Login. 
If the data is validated by the app, it will generate an 
OTP. 
Enter the generated OTP on the EU Login page. 
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Requested by ecas-demo 

Description: ltansaction Signature 

Reason: Please, sign the t ransaction with your st rong password 

Password 

Mobile phone 

lntemational fonnat including country code, e g_ for Belgium: +32 123 45 67 89 

S1gn 

SMS text challenge 

1 1- ,-----1 ----,1-~I ~ 
Sign in 

Transaction signature using SMS - for DG CLIMA users 

DG CLIMA users may have to perform a transaction signature operation in EU Login, for 
example to transfer units to another account without trusted account, transfer units to another 
trusted account, delete allowances, cancellation of Kyoto units, exchange of Kyoto units for 
phase 3 allowances, return of excess allocation or surrender allowances to be compliant. 

Sign your transaction: 
Enter your password and your mobile phone 
number and click on “Sign”. 

A challenge code is sent to your mobile phone. 
Enter the code you received and click on “Sign 
in”. 

More information: 

For any additional information, please refer to the EU ETS Registry system - User Guide, 

available via the Help button of the Union Registry. 
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Hints and tips 

• It can happen that you successfully sign in EU Login but your access to a given 
service is denied. In that case, please contact the helpdesk of that service and 
request the access rights. 

• For External users only: if you cannot receive SMS challenge on the current GSM or 
if your device has been stolen, please use the (STOP – Delete all my devices and 
EID 'PANIC') via the menu ‘My Account’. This action does not require to be logged in 
with the 2-factor and will remove from the account all the mobile phone numbers that 
were associated. Be careful: this will remove all the second factors linked to your EU 
Login account. 

• At any moment, you can click on "EU Login" at the top left corner to go back to the 
"Sign in" screen. 

• If you want to manage your account or change your password, you can go to the 
following URL: https://webgate.ec.europa.eu/cas/login 
After successfully authenticating, you will have a "Change password" and a "My 
Account" entry in the menu at the top right corner. From there, you can change your 
personal information or provide additional devices for authenticating in a more 
secure way. 
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